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Web Penetration Testing
with Kali Linux


http://www.DrChaos.com
http://www.TheSecurityBlogger.com

» People believe white lies are ok

» ALie Online is like a job application — your taking out
the rough edges

» Confidence issues
» It's better to be forgiven than to ask for permission

» Happens and is expected on most dating websites, job
applications, and others.
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Your looking at this




What you get is... something better!




Real Penetration Assignment

Asked to obtain sensitive and confidential information
from an organization in an approved penetration tests.

We were lazy and not very good at programming.

We thought very least we could have fun and maybe
embarrass some people.

We wanted to avoid Pizza ©
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» This talk focuses on Facebook & as a
method to launch sophisticated attacks HOWEVER
these are not the only Social Engineering attack
vectors!

- Creating a fake person
- Social Engineering on Facebook and LinkedIN
+ Launch attacks from Social Media sources

+  Lessons Learned
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Josephine ???



»1in 5 Couples meet online.
»1in 5 also blame divorce on Facebook

»65% of US college students would rather
give up sex than the Internet

» Facebook passed Google - most visited

Internet site.
- 11% of world’s population has Facebook account.

- More Facebook accounts than automobiles.
- If Facebook were a country, it would be the 3" largest in

the world
\ v
ERﬁIF\{C(?PN II;ERZEyg:E , #RSAC V‘World Wide Technology, Inc. ) (':ll ls' ‘I:L;-



» Fictional American cyber threa*
created to abstract sensitir ‘?, .
She graduated from M’ ‘ea 10
years of experier \"\\ -ne was 25

years old. °
e?‘e
i \5 \\ .ake profile, she was offered
% 3& .ng work with notable companies
“Q\\ .ch as Google and Lockheed Marti.

She had friends in the FBI, CIA and even
offered dinner invitations from male
friends.

'
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Meet Emily Williams

RSACONFERENCE
EUROPE 2013

Fictional CSE created to abstract sensitive
Information from a specific target. She
graduated from MIT and had 10 years of
experience despite she was 28 years old.

Despite the fake profile, she was offered
sensitive information from our target's AM
and CSEs. She had friends in large
partner vendors and even offered dinner
Invitations from male friends.
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» 10 minutes: 20 Facebook connections
> 6 LinkedIn Connections

» 15 hd NOTIFICATIONS
=< ih
» 24 hc endorsed you for a skill: Cisco

Technologies
» Total pp; 10
EMC e th
endorsed you for a skill: CCNA
» Endc nd
EXpecicor o orvsrewre s rrerrer s
» Offers: 4 job offers, Laptop and office equipment, network access.
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Rl cocoasmoe

Delaete Report Spam

ad and references it won't be an

¢ just ¥ | “‘3 2d an interview at the office.

Ahhhh that is so sweet! . in your prof

because | get really r “os ©.... but | am SC

rlet
me hawve fun :-(:::

Hi -
Ay «d you be interested in a senior SE positi ce
look. ~ould be a perfect fit. If you have a few minut



What did we do?

What?

Created fake FaceBook and LinkedIn profile to gain information
using social media.

How?

Social engineering techniques that allowed us to participate as a
New Hire

What was captured?

Salesforce Logins, Issued Laptops, Jobs offers, Endorsements,
Meet up requests

What was the real threat?

Published a Christmas card on social networks that gave us remote
access to anyone that clicked on the link. This gave us significant
access to devices and data.
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Altacked website is in a fully
transparent IFRLAME
(it is not visible)

W _lﬂ'::'l'ljd
Fake input controls with

low Z index, positioned stricthy
“under”™ the hijacked web controls

User provides quiz answers,
then hits the “Next™ button.
All these clicks are hijacked by the invisible

frame as its controls have higher (by default) Z order.
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Bladkhole v.1.2.2
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Happy birthday to the best big bro ever!! Love you loads!! Aamir Lakhani

Unlike - Comment - Share

Blackhole v.1.2.2
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Soclal Engineering Toolkit

- - -
Join us on irc.freenode.net 1n channel #setoolkait

'y

PARAM: (GErName=Ladl >

PARAM: Log+0n. x=39
PARAM: Log+0On.y=16

8) Wireless Access Point Attack Ve
9) QRCode Generator Attack Vector
10) Powershell Attack Vectors

11) Thaird Party Modules
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What does Emily Teach Us?

ldentities are a valuable commodity
Humans are naturally trusting
People use the same passwords for everything!

Attractive women get special treatment in a male dominated
Industry

Common security products will not protect you from Social
Engineering

Social Engineering threats can impact your business.

There isn’t a silver bullet product that can protect you from a future

Emily Williams
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When is helpful too helpful?

RE: Join my network on Linkedin

Talent Acquisition Director at
To: Emily Williams
Date: November 1, 2012

Happy to be your valet when you arrive in | Give me a little notice when your

schedule is set. Do you need any help in getting the Service Desk to accelerate the laptop
and email issues?

On 11/01/12 12:51 PM, Emily Williams wrote:

Thanks !

| am still get situated getting my laptop and email. | can't wait to get started! Are you in _..
? | think | will be coming up there soon to meet with a customer. You will definitely
need to introduce me to everyone up there! :)
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Anyone ever had this happen? A person you don't know
adds you that has a new profile with maybe 5 mutual
friends - but no other friends. After they add you they start

> SOme pe‘ mass adding all of your friends. Other friends also email
about the same thing - asking me how | know her. That's
why | deleted her. Smells like a troll.

> SOme pe Like - Comment

1 4 people like this.
L] view all 11 caomments

P This is why | stopped posting to Friends of
Friemds and just do it to Friends now.

“ossasdan at 12:35pm - Like - ¢ 1

FofF posting has definitely expanded my
audience, but yeah... | have to deal with the BS sometimes.

Fortunately, I've been the Robin Hood of trolls since 89.
“oabmmelan at 12:37pm - Like - ¢35 1

Yes. Just today | was asked to be friends with 2
people | don't know. We only have one *mutual friend”
between both of them. | just ignore them. | am considering
thinning down the herd anyway, let alone adding new ones.

“astesdasat 17 -440m - Like - #3 1

= That is why | don't allow many realtors
to be vy friend. | am a realtor, | have seen how some of
them work.

RSNCON FERENCE 23 hours ago via mobile - Like -3 1 ol l 1.0 l 1,
E U R O P E 2 0 1 E . Write a comment... CiSco.



Hey do | know you?

> We Emily Williams 8:45pm ou!

| thought | knew you from Hungry Howie days

» Whi - “ercould

be | Dang your right that was forever ago hahaha

S - -

Sorry, | had to look at a photo haha those were wild
days! () | hope life has treated you like gold!

Emily Williams 9:14pm
A $ Yea it's been years. Ran into Derrick in NYC a while

ago but outside that haven't seen people since | left

b town

o

. Were still rockin it in b-town! | started my own
business, and do Films now! | just finished my 3rd
film acting, and am bout to direct my first, and am

writing my first screenplay: ) I'm super excited! (&) wie theanls,

CISCO.

Sent from Brandon, FL



- Segment the network

- Provide limited approved access

+ Spread your security investments

- Next generation XYZ isn’t a silver bullet
- Attack your own network

- Use your data or its worthless
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Big Data Security Analytics

Hot, Warm, and Cold Data Threats
Trending and Predictive Analysis

Search “Kill Chain” on DrChaos.com
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Protec o
pont: R

“On the Internet, nobody knows you're a dog.”
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Can’t Solve Every Problem
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Thank youl!

Aamir Lakhani

World Wide Technology

@aamirlakhani
www.DrChaos.com

www.wwt.com

Joseph Muniz

Cisco Systems

TheSecurityBlogger.com

WWW.CISCO.CcOm
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